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Memoo 6CmpaU6aHUfl l1UPP06blX 600flHblX 3HaK06 6 36YK06ble paWzbl pop_l4ama MP3 

YAK 658.012:004.42 

x. AnbXPEHCAT, n. n. KOKOPHH 

CaHKm-Ilemep6YPcCKuii uHcmumym uHfjJopMamuKu U aemoMamu3atluu PAH 

METO,n; BCTPAHBAHHR IUI<I>POBLIX BO,l.VIllbIX 3HAKOB
 
B 3BYKOBLIE <I>AHJThI <I>OPMATA MP3
 

npellCTaBJleH MeTOll BCTpaHBaHHJI llH<jJpOBbIX BOllJlHbIX 3HaKOB (lJ,B3) B <jJafulbl 

<jJopMaTa MP3. 3KcnepHMeHTallhHO nOKaJaHO, 'ITO lJ,B3 COXpaHJlfOTCJI H ycnewHo 

BOCCTaHaBJlHBafOTCJI llIDKe nOCJle MOllH<jJHKallHH aYllHOllaHHblx. 

K HaCTOSlI.I.J.eMY BpeMeHH cPopMaT MP3 npH06peJT 60JTblIIYJO nOnYJTSlpHOCTb KaK Cpe.r:\CTBO ne­

pe.r:\alJH 3BYKOBbiX cPaHJTOB B CeTSlX, B lJaCTHOCTH HHTepHeT, npH :nOM npOHCXO.r:\HT KonHpOBaHHe H 

pacnpOCTpaHeHHe MP3-cPaHJTOB B HapYIIJeHHe aBTOpCKHX npaB. C QeJTblO npe.r:\OTBpaI.I.J.eHHSI He3a­

KOHHOrO KOnHpOBaHHSI npe.r:\CTaBJTSleT HHTepec Ji3Y4eHHe B03MO)J(HOCTH BCTpaHBaHHSI QHcPPOBbIX 

BO.r:\SlHbIX 3HaKOB (U;B3, watermarking) [1, TeHlie 0. B. <www.confident.ru/magazine>] BO BpeMSI 

KO.r:\HpoBaHHSI MP3-cPaHJTa. 

nOJl:XOJl:bI K cTeraHorpa4lHQeCKoMy COKpbITHIO HH4lopMaUHH B aYJl:HOJl:aHHbIx. B nOCJTe.r:\­

HHe rO.r:\bI HaMeTHJTCSI 3HalJHTeJTbHbIH nporpecc B C03.r:\aHHH U;B3, YCTOHLJHBbIX K onepaQHSlM KO.r:\H­

pOBaHHSl/.r:\eKo.r:\HpoBaHHSI CHrHaJTa B cPopMaTe MP3. H3BecTHo HeCKOJTbKO aJTrOpHTMoB BCTpaHBaHHSI 

U;B3 B nOTOK aY.r:\Ho.r:\aHHbIx H HX H3BJTeLJeHHSI [2, 3]. 

MeTo.r:\bI U;B3 CXO)J(H C MeTO.r:\aMH cTeraHorpacPHH, HO B nJTaHe nOCTaHOBKH 3a.r:\aLJH OHH 

npHHQHnHaJTbHO Pa3JTHLJHbl. 3a.r:\aLJa cTeraHorpacPHH - CKpbITb cPaKT nepe.r:\aLJH HHcPopMaQHH H 

MaKCHMaJTbHO YCJTO)J(HHTb HecaHKQHoHHpoBaHHoe ee H3BJTelJeHHe, B TO BpeMSI KaK U;B3 .r:\OJI)J(eH 

JTerKO 06HapY)J(HBaTbcSI B CHrHaJTe, 06JTa.r:\aTb BbICOKOH yCTOHLJHBOCTblO K cPaJTbcHcPHKaQHH H Y.r:\aJTe­

Hmo, a TaK)J(e MHHHMaJTbHO HCKa)J(aTb HCXO.r:\HbIH CHrHaJT. 

CYl.I.J,eCTByeT HeCKOJIbKO MeTO.r:\OB COKpbITHSI HHcPopMaQHH B nOTOKe aY.r:\Ho.r:\aHHblx. 

1) COKpbITHe B CJTy)J(e6Hblx 06JTaCTSIX 3BYKoBoro cPaHJIa (noJTSI ID3-TeroB, nOJTSI KOHTpOJTbHOH 

CYMMbI CRC 16, 6HTbI 3anOJTHeHHSI (padding bits) H .r:\p.). 

2) BCTpaHBaHHe HHcPopMaQHH B 06JTaCTb 3BYKOBbIX .r:\aHHbIX. 

3) COKpblTHe B lJaCTOTHo-cPa30BOH 06JIaCTH (MO.r:\HcPHKaQHSI cneKTpa). 

4) COKpbITHe HHcPopMaQHH BO BpeMeHHoH 06JTacTH (aMnJTHTY.r:\HaSi MO.r:\YJTSlQHSI). 

)J;JTSI cPopMaTa MP3 npoI.I.J.e Bcero HCnOJIb30BaTb MeTO.r:\bI nepBoH rpynnbI. B HaCTOSll.I.J,ee BpeMSI 

~e C03.r:\aHO HeCKOJIbKO nporpaMM, cKpbIBalOl.I.J,Hx .r:\aHHble B CJIy)J(e6Hblx 06JTaCTSIX MP3-cPaHJTa, 

HanpHMep Rohos, Camouflage, MP3Stego H Steganos. 3TH MeTO.r:\bI n03BOJTSllOT BMeI.I.J.aTb B cPaHJTbI 

3HaLJHTeJTbHO 60JTblIIe HHcPopMaQHH no cpaBHeHHIO C JII06bIM .r:\pyrHM MeTO.r:\OM. KaK npaBHJTO, OHH 

He YXY.r:\lIIaIOT KaLJeCTBa 3BYKa, HO B TO )J(e BpeMSI HX CTOHKOCTb K aTaKaM aKTHBHoro 3JTOYMbIlIIJTeH­

HHKa KpaHHe HH3Ka. TaK)J(e OHH HeCTOHKH no OTHoweHHIO K MO.r:\HcPHKal.lHSlM 3BYKOBbIX .r:\aHHbIX. 

MeTO.r:\bI BTOPOH H TpeTbeH rpynn 3HalJHTeJTbHO 60JTee "CJTO)J(Hbl B peaJTH3aQHH, HO H 60JTee 

3cPcPeKTHBHbI. MO.r:\HcPHKaQHSI lJaCTOTHO-cPa30BOH 06JTaCTH SlBJISleTCSI .r:\OCTaTOLJHO nonYJTSlpHOH 06JTa­

CTblO HCCJTe.r:\OBaHHH. DbIJTO npe.r:\JTO)J(eHO HeCKOJTbKO cnoc060B COKpbITHSI .r:\aHHbIX B LJaCTOTHOH H 

cPa30BOH 06JTaCTSIX [4]. )J;aHHble MeTO.r:\bl 60JIee CTOHKH K aTaKaM. C .r:\PyroH CTOpOHbI, OHH B HeKO­

TOPOH CTeneHH CHH)J(aIOT KaLJeCTBO 3BYKa. 

06HapyiKeHHe CTeraHorpa4lHQeCKHX BCTaBOK B 4laiiJIax MP3. PaccMoTpHM HeKoTopbIe 

oc06eHHocTH npHMeHeHHSI aTaK naCCHBHoro p0.r:\a K MeTO.r:\aM cTeraHorpacPHH. 

<DaKT HCnOJIb30BaHHSI MeTO.r:\OB nepBoH rpynnbI B OCHOBHOM MO)J(eT 6bITb OTHOCHTeJTbHO JTer­

KO 06Hap~eH (.r:\eTeKTHpoBaH) npocToH npoBepKoH 3HalJeHHH c~e6HbIXnOJTeH no CneQHcPHKaQHH 
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!popMaTa !paHJIa. ,[(eTeKHlpOBaHHe MeTOJJ:OB, OCHOBaHHblX Ha COKpblTHH JJ:aHHbIX B npOMe)l(yrKax 

Me)l(JJ:Y !ppeHMaMM (3JIeMeHTaMM !paHJIa !pOpMaTa MP3), He Bbl3blBaeT CJIO)l(HOCTeH M CBOJJ:HTC~ K Tem 
Bbl4MCJIeHHlO MX pa3MepOB. 

Mep
06Hap~eHMe CTerOBCTaBOK B 4aCTOTHo-!Pa30BOH, a TaK)l(e BO BpeMeHHOH 06JIacnx npeJJ:­

CTaBJI~eT ropa3JJ:o 60JIbWHH HHTepec JJ:JI~ HCCJIeJJ:OBaHHH. ,[(aHHbIH MeTOJJ: n03BOJI~eT HCnOJIb30BaTb {d} 
HeKOTopble CTaTHCTH4eCKMe xapaKTepMCTHKM pacnpeJJ:eJIeHMH napaMeTpOB nOTOKa aYJJ:MOJJ:aHHbIX, TbI I 

npH 3TOM YCTaHaBJIMBaIOTC~ B03MO)l(Hble MeCTa 3aKJIaJJ:KM, nOJIyqeHHble JJ:aHHble npOBep~IOTC~ no 

KpHTepH~M OTKJIOHeHH~ 01' O)KHJJ:aeMbIX 3Ha4eHHH. Ha 

TIPM MCnOJIb30BaHMM MeTOJJ:OB, OCHOBaHHblX Ha M3MeHeHMM !Pa30BOH 06JIaCTM, KaK npaBMJIO, cJIY' 
M3MeH~eTC~ a6COJIlOTHOe 3Ha4eHMe !Pa3bl HeKOTopblX rapMOHMK. CymecTBYlOT BapMaHTbl MeTOJJ:OB, The 
B KOTOpblX BOCCTaHaBJIMBaIOTC~3Ha4eHM~ pa3HOCTeH !pa3 rapMOHMK, CMe)l(HblX !ppeHMOB. Yxo 4e­ -00 
JIOBeKa npH BocnpH~THH 3BYKa 4YBCTBHTeJIbHO K H3MeHeHMlO Pa3HOCTH !pa3, HO He HX a6COJIlOTHOrO HMK 

3Ha4eHM~. BCJIeJJ:CTBMe npMMeHeHM~ JJ:pyrMX MeTOJJ:OB !pa3a Bbl6paHHOH rapMOHMKM M3MeH~eTC~ Ha IllH 
!PMKCMpOBaHHoe 3Ha4eHMe. KOM 

B03MO)l(Hbl KOM6HHaQHH HeCKOJIbKHX nOJJ:XOJJ:OB, HanpHMep, HCnOJIb30BaHHe MOJJ:eJIH nCHXO­ CKM 

aKYCTM4eCKoro BocnpHHM~ 3BYKa [5], Pa3JIM4HbIX MeTOJJ:OB MOJJ:YJI~QHM M JJ:p., npH 3TOM B03paCTaeT BaH 

YCTOH4MBOCTb TaKMX MeTOJJ:OB K aTaKaM. BMJJ: 

C03uaHHe H BCTpaHBaHHe "QB3. TIpeJJ:cTaBJIeHHbIH B HacTO~lI.\eH pa60Te MeTOJJ: BCTpaMBaHM~ 
HOC 

H H3BJIe4eHH~ IJ.B3 YCTOH4HB K Pa3JIH4HbIM npoQeJJ:ypaM C)I(aTM~ H KOJJ:HpOBaHH~ CHrHaJIa, OH co­

CTOHT M3 JJ:BYX OCHOBHblX :nanOB: 

peKQHM OWH60K. B HaCTO~lI.\etJ pa60Te JJ:JI~ C03JJ:aHH~ CHfHaJIa IJ.B3 x(t) npMMeH~eTC~ MeTOJJ: KOp­

peKQMH OWH60K KOJJ:OM l>oY3a-QOYJJ:XYPH-XOKBeHreMa (l>QX) H MHoron03HQHOHHa~ 4aCTOTHa~ 

MOJJ:YJI~QM~ (MFSK) [7, 8]. 

S/,jw)
S(jw) '-.:.....::.....-..- --L.----:----:_---, 

N(jw) 

Puc. I 

- C03JJ:aHMe M BHeJJ:peHMe IJ.B3; 
TeM 

- M3BJIe4eHMe IJ.B3 H3 aYJJ:MonOTOKa. 
MO~ 

B HeM npHMeH~IOTC~ KOM6HHaQH~ MeTOJJ:OB MOJJ:YJI~­
CMr 

QHM C 6blCTPblM nepeKJIlO4eHMeM HecymeH 4aCTOTbl M nCM­
CJIe, 

xoaYCTH4eCKa~ MOJJ:eJIb BocnpM~TM~, nOJIyqeHHblH CMrHaJI 

06JIaJJ:aeT xopoweH YCTOH4MBOCTblO K aTaKaM. 3!p!peKT Mac­

Mo. 

!por 

KHpOBaHH~ 4aCTOT, npMcyrcTBYlOlI.\MH B nCMxoaKyCTM4eCKOH 

MOJJ:eJIM, HCnOJIb3yeTc~ JJ:JI~ !POpMMpOBaHM~ M COKPbITM~ IJ.B3 

B MP3-!paHJIe. BCT 

,[(JI~ YCTaHOBJIeHM~ nOJIyqaTeJIeM IJ.B3 He Tpe6yeTc~ caw. 

MCXOJJ:HbIH MP3-!paHJI. H3BJIe4eHMe IJ.B3 npOMCXOJJ:HT TaK Sp 
Ha3bIBaeMbIM CJIenblM JJ:eTeKTMpoBaHMeM (blind detection). 

OCHoBHble :nanbl MeTOJJ:a npeJJ:CTaBJIeHbl Ha pMC. 1 4en 

[5, 6]. .D:JI~ OQeHKH nopora MaCKMpOBaHH~ T(z) CJIeJJ:yeT on- CTC 

peJJ:eJIHTb xapaKTepMCTMKH CMrHaJIa: cneKTp MOlI.\HOCTM 

S(jO), :meprHIO KpHTM4eCKOH nOJIOCbl Spz (z) M pacnpeJJ:e-

JIeHMe 3HeprMH B6JIH3H KpHTM4eCKOH nOJIOCbl Sm (z). 3Ha­

4eHMe T(z) HcnOJIb3yeTc~ B npoQeJJ:ype BCTpaMBaHM~ IJ.B3 

B "cB060JJ:Hble MeCTa", HaHJJ:eHHble Ha 3Tane nCMxoaKyc­

TH4eCKoro aHaJIH3a. 

C03JJ:aHHe IJ.B3 CBOJJ:MTC~ K npe06pa30BaHMIO 6MTOBoro 

nOTOKa B nOTOK aYJJ:MOJJ:aHHbIX x(t). BbIXOJJ:HOH CMrHaJI 

JJ:OJI)I(eH 6bITb YCTOH4MBbiM K YJJ:aJIeHH~M HeKOTopblX !ppar­

MeHTOB nOTOKa. B TeopMM nepeJJ:a4M MH!popMaQMM 3Ta npo­ Ha 

6JIeMa pewaTC~ nyreM pacwMpeHM~ cneKTpa CMrHaJIa M KOp­
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Memoo 6cmpaU6aHUR l1U¢P06bIX 600RHbiX 3HaK06 6 36YK06ble ¢aWlbl ¢opMama MP3 

AnropHTM C03LJ,aHHSI CHrHana I..{B3 npHBeLJ,eH Ha pHC. 2, rLJ,e {w} - HCXOLJ,HaSl nOCneLJ,OBa­

TenbHOCTb 6HTOB CHrHana, {WR} - US3 nocne KOLJ,HpOBaHHSI ero MeTOLJ,OM I>l.lX, I, H - paJ­

MepHocTb MaTpHl..{bl CMeWHBaHHSI, {3aZOJl06oK} 3aronOBOK nOCneLJ,OBaTenbHOCTH H 

{d} ={3azo,1060K} + {WI} - nOCneLJ,OBaTenbHOCTb 6HTOB LJ,nSl nocneLJ,)'lOIUero pacIIIHpeHHSI lJaCTO­

TbJ H nepeLJ,alJH. 

B LJ,aHHOH pa60Te npHMeHSleTCSI MeTOLJ" OCHOBaHHblH 

Ha I>l.lX-KOLJ,HpOBaHHH LJ,nSl KoppeKUHH MHO)f(eCTBeHHblX 

cnyqaHHblX OllIH6oK [8; CM. TaK)f(e Bowman J C. Coding 

Theory & Cryptography <http://www.math.ualberta.ca/ r---..L.---"l+-__l 
-bowman/m422/m422.pdf>]. TaK)f(e Hcnonb3yeTcSI Tex­

l.-..:.....-_.---__..J+---H 
HHKa nepeMellIHBaHHSI 6HTOB HCXOLJ,HOfO CHfHana. 

lllHcPpaTop nepeMellIHBaeT 6HTbJ LJ,aHHbIX, n03ToMY 
{3aZOJl060K}

KOMnOHeHTbI BXOLJ,HOfO CHfHana CTaHOBSlTCSI npaKTHlJe­

CKH CTaTHCTHlJeCKH He3aBHCHMbIMH. EcnH 3aKOLJ,HpO­

BaHHblH CHMBon nOCneLJ,OBaTenbHOCTH npeLJ,CTaBHTb B 

BHLJ,e { we} = xI> x2' x3 ... Xn' TO 3Ta )f(e nOCneLJ,OBaTenb­

HOCTb nocne nepeMellIHBaHHSI 6HTOB, CTaHOBHTCSI cne­

LJ.Y1OIUeH: {wd=Xj,X6'XII>'" LJ,nSl 1=3 H H=5. 3a­ reHepaTOp 

TeM nepeMewaHHblH CHrHan nocrynaeT Ha BXOLJ, MFSK­

c(t) 

lJaCTOT 

MOLJ,ymlTopa. MOLJ,ynHpoBaHHbIH CHrHan CMellIHBaeTCSI C 

CHfHanOM, nocTynHBIlIHM C feHepaTopa lJaCTOT, LJ,nSl no­

cneLJ,)'lOIUeH MOLJ,ynSlJ.{HH C pa36pocoM no lJaCTOTe [7]. 
reHepaTOp 

MOLJ,ynHpoBaHHbIH CHrHan npeLJ,CTaBnSleTcSI cneLJ,)'lOIUeH cnYlJaMHbIX 
lJHCencPopMynoH: 

x(t) =c(t)S(t) . 
Puc. 2

ITOPOf MacKHpoBaHHSI T(z) Hcnonb3yeTcSI LJ,nSl 

BCTpaHBaHHSI I..{B3 B "cBo6oLJ,Hble MeCTa" B cneKTpe lJaCTOT CHfHana, a TaK)f(e LJ,nSl cPOpMHpoBaHHSI 

caMOfO CHrHana US3. ,Z:{nSl 3TOfO T(z) cpaBHHBaeTcSI co 3HalJeHHSlMH cneKTpa MOIUHOCTH CHrHana 

Sp(jro). KOMnoHeHTbI cneKTpa C ypoBHeM HH)f(e nopOfa T(z) ClJHTalOTCSI MacKHpoBaHHbIMH LJ,nSl 

4enOBe4eCKoro cnyxa [5]. TaKHe 3neMeHTbl Sw(jro) cneKTpa Sp(jro) 6yLJ,YT yLJ,aneHbl, a Ha HX Me­

CTO 6yLJ,eT BCTpoeH CHrHan [(B3. 0603HalJHM BHOBb BCTaBnSleMble KOMnOHeHTbl KaK Xw(jro). 

HOBble 3HalJeHHSI Sw (jro) H X w(jro) BbllJHCnSlJOTCSI no cPopMynaM 

, . {SWWi(jro) Spi(jro) ~ T(Z)} 
SWi(jro) = 0 Spi(jro)<T(z) , 

. {O SPi(jro)~T(Z)} 
Xwi(jro) = " 

Xwi(jro) Spi(jro) < T(z) 

fLJ,e i =1,2 ... - HOMep KOMnOHeHTbI cneKTpa; z, ro - 3HalJeHHSI, COOTBeTCTB)'lOIUHe KOMnOHeHTe i. 

,[VrSl cPOpMHpoBaHHSI [(B3 X"(jro) BbllJHCneHHoe HOBoe 3HalJeHHe q,aKTopa Fz YMHO)f(aeTCSI 

Ha cooTBeTCTB)'lOIUHH KOMnOHeHT X~ (jro) . 3Ha4eHHe Fz BbllJHCnSleTCSI no cPopMyne 

x(t) 
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OKOHLIaTenbHble 3HaLIeHH~ 3aMeH~eMb1X 3neMeHTOB CneKTpa oUtPUt(jffi) BbILIHCn~IOTC~ KaK 

cyMMa S~(jffi) H X" . 

BOCCTaHOBJIeHHe UB3. Pa3pa60TaHHa~CHCTeMa CnOC06Ha BOCCTaHaBnHBaTb U,B3 B OTCYTCT­

BHe HCXO)J,HOrO MP3-lPaMna. ):(n~ 3TOrO BbILIHCn~eTC~ 3HaLIeHHe T(z), KOTOpOe CpaBHHBaeTC~ co 

3HaLIeHH~MH CneKTpa MOW.HOCTH BXO)J,HOrO CHrHana. Bce LIaCTOTHble KOMnOHeHTbl CneKTpa C ypOB­

HeM HH)Ke nopora T(z) y)J,an~IOTC~ H3 cneKTpa. OCTaBIIIHec~ KOMnOHeHTbl npe06pa3Y1OTC~ BO Bpe­

MeHHYIO 06naCTb r(t). nonyqeHHble CHrHanbl aHanH3HpYlOTC~Ha npe)J,MeT HanHLIH~ B HHX IJ.B3. 

nonyqaTenb no HMelOw.eMYC~ y Hero 3aronoBKy 6HTOBOM nocne)J,OBaTenbHOCTH onpe)J,en~eT 

HaLIano CHrHana IJ.B3. .D:anee Ha OCHOBe CHrHana IJ.B3 MeTO)J,OM MFSK reHepHpyeTc~ CHfHan 3aro­

nOBKa. ):(n~ ero 06Hap~eHH~ B nOTOKe r(t) Hcnonb3Y1OTc~ a)J,anTHBHble lPHnbTPbl BbICOKoro pa3­

pelIIeHH~. nocne 3Toro npOH3BO)J,HTC~CHHxpOHH3allH~H H3BneLIeHHe IJ.B3 [7, 8]. 
OlleHKa nOJIyqeHHhIX pe3YJIhTaTOB. ):(n~ npoBepKH H OlleHKH yCTOMLIHBOCTH anropHTMa K 

pa3nHLIHoro pO)J,a C)KaTH~M, OH 6btn peanH30BaH B cpe)J,e MatLab. C03)J,aHHbIM IJ.B3 BCTpaHBanc~ B 

MP3-lPaMn, KOTOpbIM 3aTeM pe)J,aKTHpoBanc~ B nporpaMMe CoolEdit pro v2.1, nocne l.fero npoBo­

)J,HnOCb H3Bnel.feHHe U,B3 H3 CHrHana. 

nocne C)KaTH~ MP3-lPaHna C pa3nHLIHbIMH HHTeHCHBHOCT~MH H al\WnHry)J,aMH (-2, -4, -6 H 

-8 )J,I» BbIl.fHCn~nC~ npolleHT ycnelIIHo BOCCTaHOBneHHbIX 6HTOB Ka)K)J,OrO U,B3. 

B HacTo~w.eM pa60Te npe)J,cTaBneH anropHTM BCTpaHBaHH~H H3Bnel.feHH~ IJ.B3 B 3BYKOBbIe lPaMnbl 

lPOpMaTa MP3, pa3pa60TaHHbIM Ha OCHOBe MO)J,enH nCHXoaKYCTHl.feCKoro BocnpH~TH~, MO)J.yn~IlHH C 

6blCTpblM nepeKnIOLIeHHeM Hecyrn;eH no cnyqaHHoH nocne)J,oBaTenbHocTH, MHoron03HllHOHHOH l.faCTOT­

HOM MO)J.yn~IlHH H C npHMeHeHHeM I>G)( KO)J,a )J,n~ KOppeKllHH 01IIH60K. c:I>opMHpoBaHHe H BCTpaHBaHHe 

IJ.B3 BbmOnHjfeTC~ B COOTBeTCTBHH C npHHllHnoM MacKHpoBaHH~ l.faCTOT. AnropHTM nOKa3an BbICOKYlO 

TOl.fHOCTb 06Hap~eHH~ IJ.B3 (nop~)J,Ka 87 %) )J,a)Ke nocne C)KaTJ1jf MP3-lPalina C pa3nHLIHOH HHTeHCHB­

HOCTblO H npHMeHeHH~ OCHOBHblX cnoc060B HCKa)KeHH~CHrHana. 
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